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Welcome to the Digital Post Office: Your Tax Dollars at Work

FOREIGN GOVERNMENT-LINKED MALICIOUS CYBER ACTIVITIES

If you have information on any individuals associated with
North Korean government-linked malicious cyber groups
(such as Andariel, APT38, Bluenoroff, Guardians of Peace,
Kimsuky, or Lazarus Group) and who are involved in targeting
U.S. critical infrastructure in violation of the Computer Fraud
and Abuse Act, you may be eligible for a reward. E

Learn more at rewardsforjustice.net and submit your
information securely via our Dark Web-based Tor tip line
below:.

Tor Link:heSdybnt7sr6cm32xt77 pazmtm65fligybirivifirugfcSep7eiodiad.onion (O]

D US. Department of State +1-202-702-
-/ Diplomatic Security Service : 1 202 7']2 7843
<" Rewards for Justice @HH_USﬂ

Source: Twitter account @ Rewards for Justice @RFJ_USA

One of the perverse pleasures | enjoyed as a kid was checking out the FBI's rogues gallery of the most
wanted at the Post Office and any rewards offered for information leading to the crooks' arrest. Although
smash and grab robberies are a current rage, these days the real thieves and crooks operate in the
online world. So it is to the online world that federal law enforcement now post their digital "Most
Wanted" posters. But no longer are the "Most Wanted" images grainy bad reproductions of black and
white booking photos or blurry outtakes from security cameras. Oh no. These are all full color high
resolution digital images guaranteed to grab the attention of any eyes gazing upon them..

A website and Twitter feed are setup by the Feds so potential informants came name these cyber crooks
and facilitate the payment of rewards for information leading to arrests of those named. You can scoot
on over to the Rewards for Justice website for detailed info on the tip program and its targets. Or to
just get right to this virtual rogue's gallery, and how you can profit from this endeavor, assuming you are
yourself a cyber crook or know any, you can check out Rewards for Justice Twitter. The Twitter is the
source for the images displayed herein.

Much of the focus is on the activities of North Korea's cyber crooks. Nevertheless, there are other areas
of North Korea's relationship with international criminals that Rewards for Justice offers cash bounties.
For instance, got the goods on someone exporting Maserati sports cars or Rolex diamond crusted
watches to Kim and his cronies? Well, then the Feds have an offer just for you.




| REWARD UP 7055 MILLION FOR INFORMATION 01 |-
EXPORTS OF LUXURY-GOODS T0 NORTH KOREA. e

Rewards for Justice is seeking information on
any shipment or transfer of luxury items to
North Korea, including luxury automobiles,
designer clothing, jewelry, alcohol, tobacco,
perfume, or other similar items.

If you have information on the provision, sale,
or transfer of luxury items to Narth Korea,

| contact RFJ via KakaoTalk, Signal, Telegram,
WhatsApp, or our TOR-based tip line below.
You could be eligibte for a reward.

LS. Department of State - D +1-202- ?[]2 7843
R o hstce 4 @RFLUSA

Or do you know something about North Korea's forced labor work overseas? Well the Feds got your
number, too.
And that number is $5,000,000.

—_— — — = —_—

| REWARD UP TO $5 MILLION FOR INFORMATION
{ON NORTH KOREAN FORCED LABOR

i The North Korean government forces its
! citizens to work abroad under surveillance
! and tight control to help fund the regime's
! weapons of mass destruction programs.

: If you haveinformation on North Korea's
forced-labor activities, write to us on

» Signal, Telegram, WhatsApp, or via our

j TOR-base tips line. You could be eligible

y for a reward.

Tor Link:heSdybnt7sr6ecm32xt7 TpazmimE5flqy6irivifl fSED?eiodia.onion I
U.5. Department of State g ) +1-202-702-7843

Diplomatic Security Service

Rewards for Justice @RF)_USA

Of course, it is just not North Korea that Rewards For Justice sets its sights and bounties on. Russia's
most notorious hacking group gets its own entry into this digital rogues gallery. Ten million could be
yours if you help Uncle Sam bust Russia's infamous Internet Research Agency and its leadership.




YEVGENIY PRIGOZHIN & INTERNET RESEARGH AGENCY

gl Yevgeniy Prigozhin, Internet Research Agency, and linked
J{- ¢ Russian entities and individuals conducted malicious
iy '-__;J' operations to interfere with the U.S. political system,
o= . including the 2016
5 U.S. presidential election.
=== |f you have information on
ed Yevgeniy Prigozhin, Internet
Research Agency, or associated
Russian entities and individuals,
contact RF) via Signal, Telegram,
WhatsApp, or our Tor-based tip line =
below. You may be eligible for a reward.

G
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 USDertmentofsate @ (0 +1-202-702-T843 55
hesrur oo w @RF)_USA oy

As frequent readers of the Dispatches From the Front already know, attacks on the American
infrastructure has become a real concern and constant worry. So if maybe you know something specific
about some specific threat that the Feds don't know, then the 10 million dollars that is currently up for
grabs could be in your back pocket.

REWARD UP TO $10 MILLION

For information on the identification or location of any
person who, while acting at the direction or under the
control of a foreign government, participates in
malicious cyber activities against U.S. critical
infrastructure in violation of the Computer Fraud and
Abuse Act.

Text us on Signal, Telegram, WhatsApp or via our Dark

Web-based tips line at
hesdvbnt?ercmazxﬁ'Tpazmtmssflqu&rmtflruqchep?e:odlad onion
(Tor browser required).

You could be eligible for a reward.

:S. Depa’rtment pf Statq .r@\f. E_‘} .,.1..202..702.7843

iplomatic Security Service

ewards for Justice L 4 @HFJ_USA

Know about some nefarious fool meddling in US elections? Then another 10 mil could be yours.




REWARD OF UP T0 $10 MILLION FOR INFORMATION ON
FOREIGN INTERFERENCE IN U.S. ELECTIONS

Rewards for Justice is'seeking information on any
foreign person or entity that violates federal criminal,

_voting rights, or campaign finance law, or who has
knowingly engaged or is engaging in vote tampering,
database intrusions, infliience operations,

disinformation, bot farm campaigr_is, or related malicious
cyber activity'to interfereiin U.S. elections.

Please contact RFJ via Signal, Telegram, WhatsApp, or
‘our Tor-based tip line below. You may be eligible for a
reward. - :

or Link:hedebansrﬁcmazxt77pazmtm65ﬂ&;y6irivtﬁmqfcsep79iodiad.onion EI,‘%""""‘IE

U.S. Department of State D -4 (© +1-202-702-7843 EEuSts
S
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Rewards for Justice | 4 @HFJ_“SA

Remember, however, that this is not your Granddad's tip line. The Fed's preferred method of contact is
to use their Tor Network link. Willie Sutton robbed banks because that's where the money was. The
Feds use TOR to find cyber informants because that's where the cyber crooks hang out. The message
being Don't Call Us even if we do publish a telephone number.

DOES REWARDS FOR JUSTIGE ACCEPT PHONE CALLS?

The program does not process tip information by telephone
except under exceptionally rare circumstances.

If you have useful information, please write to us via RFJ's
language-specific tip lines or our TOR-based tip channel. &
We will pass useful information to the appropriate

government authorities for further consideration:__: 2

b

Individuals providing useful information may
be eligible for a reward.

.S. Department of State
Diplomatic Security Service
Rewards for Justice

So if you got the goods on any these big bad guys then point your browser to
https://rewardsforjustice.net/ and cash in.




ANTED

% DEAD OR ALIVE

| BELIEVED TO BE
. JESSE JAMES AND
1 HIS BAND OR THE
YOUNGERS.
THESE MEN ARE
DESPERATE.

5,000.00
OR THE CAPTURE
OF THE MEN WHO
ROBBED THE BANK

ATNORTHFIELD |
MINN. *

JESSE OR FRANK JAMES

NOTORIOUS ROBBER OF $5 m‘"] 00 I
TRAINS AND BANKS 4 s Contact: Pinkerton's

Detective Agency

and
Union Pacific Railroad
Agendy

THIS NOTICE TAKES the PLACE of ALL PREVIOUS
REWARD NOTICES.
CONTACT SHERIFF, DAVIESS COUNTY, MISSOURI JULY 26, 168

SOUrce: https://www.thesun.co.uk/wp-content/uploads/2019/07/NINTCHDBPICT000508119047.jpg?
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